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Criminals Target Payroll Offices with Phishing Emails

MONTGOMERY, March 8, 2016—The Alabama Department of Revenue is alerting employers to the
latest fraud scheme — criminals posing as a company CEO. These criminals are sending phishing emails
to company payroll offices asking for detailed information about payroll and W-2s.

These scam artists have tricked company payroll employees into giving away W-2 tax information on
their company’s current and past employees. W-2 forms contain employee Social Security numbers,
salaries and other personal data. This information is highly valuable to thieves involved in filing phony
tax refund requests with the Internal Revenue Service (IRS) and the states.

Employers with a My Alabama Taxes (MAT) account will receive an alert from ADOR to make them
aware of this scam. If an organization has been the victim of this payroll/W2 email phishing scheme they
should contact the Department immediately at 334-242-1300 so measures can be taken to protect their
employees from Stolen Identity Tax Refund fraud.
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